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- OOD Detection

Problem Definition
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- OOD Detection

Problem Definition
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- OOD Detection

Problem Definition
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- OOD Detection

Problem Definition
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- OOD Detection

Overconfidence Problem
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- OOD Detection

Overconfidence Problem
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- OOD Detection

Overconfidence Problem
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- OOD Detection

OOD Detection Approach
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- OOD Detection

OOD Detection Approach
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- OOD Detection

Distance-based OOD Detection in Feature Space
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- Neural Collapse

Neural Collapse
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[1] Papyan, V., Han, X. Y., & Donoho, D. L. (2020). Prevalence of neural collapse during the terminal phase of deep learning training. Proceedings of the National Academy of Sciences, 117(40), 24652-24663.
[2] Zhu, Z., Ding, T., Zhou, J., Li, X., You, C., Sulam, J., & Qu, Q. (2021). A geometric analysis of neural collapse with unconstrained features. Advances in Neural Information Processing Systems, 34, 29820-29834.
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NECO: NEural Collapse Based Out-of-distribution
detection

(2024, ICLR)
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Jl NECO

Motivation
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Jl NECO

Motivation
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Figure 2: Feature projections on the first 2 principal components of a PCA fitted on CIFAR-10 (ID)
using ViT penultimate layer representation. OOD data are ImageNet-O (left), Textures (middle),
and SVHN (right). The Figure shows how NCI1 (1) property is satisfied by ID data, and that OOD

data lie around the origin.
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Jl NECO

Methodology
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Jl NECO

Experimental Results
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Model  Method ImageNet-O Textures iNaturalist SUN Places365 Average
AUROCT FPR|AUROC? FPR| AUROCT FPR|AUROCT FPR|AUROC? FPR|AUROC? FPR |

ViT- Softmax score 853152.65 86644940 97211214 86.6453.75 85525693  88.264497
B/16 MaxLogit  92.2336.40  91.69 36.90 98.87 5.72 92.1539.88  90.0546.75 92.9933.13
Energy 93.0331.65 92.1334.15 99.04 4.76 02653690 90.3843.72 9345 30.24
Energy+ReAct 93.08 31.25  92.08 34.50 99.02 491 02563694  90.194425  93.3930.37
ViM 94.01 2895  91.6338.22  99.59 2.00 92733400 89.6744.12  93.56 29.46
Residual 02.1038.35 87.715234 9936 2.79 89464091 85605393  90.8537.66
GradNorm 84703485  86.29 35.76 97.45 6.17 86.6739.49 83594694  87.74 32.64
Mabhalanobis  94.0030.90  91.69 37.93 99.67 1.55 91383848 88.6646.09 93.08 30.99
KL-Matching 82905340  84.61 5238 95071531 83256210 82006599  85.5749.84
ASH-B 69.28 8525 66.0583.29 72628062 59369153 55089268 64.48 86.67
ASH-P 03.3129.00 91.5537.58 98.75 6.25 9296 33.50 90.0741.81 93.3329.63
ASH-S 92.852945 91.0039.73 98.50 7.28 9261 33.12 89.5541.68 92.9030.25
NuSA 02483430 BB.2851.24 99.30 3.12 89.2640.08  85.28 5451  90.92 36.65
NECO (ours) 94.5325.20  92.86 32.44 99.34 3.26 93.153398 90.3842.66 94.0527.51
Swinszoﬁmax score 61.0989.60 81.726091 88.5947.66 81.2466.85 81.09 68.27 78.75 66.66
MaxLogit  61.34 8795 B80.3659.55 86475051 78.1768.50 77436941 76.7567.18
Energy 61328575 77916444 81856344 738076.89 T73.0976.68  73.5973.44
Energy+ReAct 68.38 83.85 84.5659.86 90.2351.97 82.6169.27 81.4170.19 81.44 67.03
ViM 69.06 83.45 81.5061.18 87.5454.09 75247392 73127646  77.2969.82
Residual 66.82 83.80 77.3665.00 83235977 71037641 68907853 73477270
GradNorm 37390595 33849331 31.829501 31979629 33069573 33.6295.26
Mahalanobis  71.87 86.05  84.5163.35  89.8157.10 80287539 785277.10 80.9971.80
KL-Matching 58.6087.50 75.3071.69 82935829 73727653 72117891 72537458
ASH-B 47.0796.35 38599750 48629755 52119564 529396.18  47.8696.64
ASH-P 37389795 26519890 20.7399.28  244999.08  26.129893  27.0598.83
ASH-S 40.3695.10  36.0894.63 16.1599.50 22219853 23729805 27.7097.16
NuSA 56509195 62.7283.14 64018358 55979128 54449271  58.73 88.53
NECO (ours) 65.0380.55 82.2754.67 91.893441 82.13 62.26 81.4664.08 80.5659.19




Jl NECO

Experimental Results

ImageNet-0) Textures iNaturalist SUN Places365 Average

Model Method AUROC? FPRJAUROCT FPR|AUROCT FPR|AUROC?T FPR|AUROC FPR|AUROC* FPR/
vir  NECO w/o Maxlogit 93273005 89024696 9948147 89003824 85895215 91513377
NECO 94532520 92863244 9934326 93153398 90.3842.66 94.05 27.51
SwinyNECO wio Maxlogit 63.178795  755269.63 90723637 SL5957.19 8052 60.77 78316238
NECO 65.0380.55 822754.67 91.893441 8213 6226 81.4664.04  80.56 59.19
Doy NECO wio Maxlogit 56.2195.80  60.0296.68 71418449 57.2984.10 55548274  60.10 88.76
NECO 62.7284.10 80.8259.47 89544226 77.646555 76.4868.13  77.44 63.90

A HH 9l MaxLogit 7501l [}E 4% Za}

__LI.E:IEHEFE ..:.. Data Mining

%%/ KOREA UNIVERSITY Quality Analytics




Jl NECO

Experimental Results
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Breaking Semantic Hegemony: Decoupling Principal
and Residual Subspaces for Generalized OOD Detection

(2026, arXiv)
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D-KNN

Motivation
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I D-KNN

Methodology
< 2|0| g2 X[ Z Qlof RrdSh= Heks Aot | fal 20| skt THAF 7k 2ol A2 AlLt

H
» 03 BTSN 558 AH AR D51 § H2|2 715 B0 00D Score2 28

o)
o)
O
0
e
s
R
O
=~
N
m

fuju

0

| >

of

ik

1E

1
0
03
o
0E
I

o|0] <t A=l

__LI.E:IEHE;E ..:.. Data Mining

5/ KOREA UNIVERSITY Quality Analytics




B D-KNN

Methodology
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B D-KNN

Experimental Results

Q0D Datasets
ID  Method EMNIST MNIST SVHN Texture LSUNR LSUN iSUN Average
FPR|/AUC? FPR|/AUCt FPR|/AUCt FPR|/AUCt FPR|/AUCt FPR|/AUCt FPR|/AUCt FPR|/AUCt
MSP 17.2/97.7 10.8/98.5 55.1/900  63.7/872 483/927  229/97.0  54.0/91.0 38.9/93.4
Energy 1.0/99.6 0.1/99.8 46.1/88.2 59.0/84.2 23.6/95.3 2.9/993 306/938 2337943
MaxLogit 1.3/99.5 0.2/99.8 4527883 579/844  242/952 3.3/992 31.0/93.7 23.3/94.3
o  Mahalanobis 4227947 26.2/96.1 168/969  206/960  59.0/899  558/908  582/89.4 30.8/93.4
= ViM 25.4/95.2 18.5/96.9 156/96.6  20.1/96.5 16.5/97.2 14.2/97.3 18.2/96.2 18.4/96.5
% ReAct 12/99.6 0.2/99.8 465/884 5747862 24.4/95.0 32/992 31.6/93.5 23.5/94.5
£ DICE 0.02/99.9  0.01/999  473/860  60.1/8L.I 22.8/95.1 0.5/99.7 293/937 22.9/93.6
Line 471986 1.2/99.7 735/724  75.4/69.8 61.2/81.3 110/969  693/78.1 4237855
FDBD 6.6/99.0 24/995 38.4/925 485/89.0  32.8/934 13.0/97.7  389/914 25.8/94.6
KNN 30.9/95.3 24.2/96.3 313/949  40.6/923 275/950  268/953  31.0/939 30.3/94.7
D-KNN (Ours) 25/994 21/99.5 17.2/96.7 28.8/94.5 26.2/94.9 15.7/97.2 30.0/93.9 17.5/96.6
MSP 25.2/95.2 2.8/99.4 848/714 86.1/71.4 80.5/78.7  49.0/886 823 /777 58.7/83.2
Energy 1.6/99.4 0.01/99.8 872/71.4 85.3 /72.8 79.9/81.6 16.7/96.8 83.8 /80.1 50.6 / 86.0
MaxLogit 3.4/99.2 0.01/99.8 86.2/71.7 84.9 /73.1 793/81.9  21.4/962 83.1 / 80.4 51.6/86.1
S Mahalanobis 100.0/482  100.0/434  443/809  423/900  382/91.7  99.7/47.6  40.5/912 72.1171.7
S viM 77.3780.5 97.0/66.8 69.8 /75.1 791/679  945/59.0  91.4/654  940/588 86.2 / 67.6
% ReAct 1.5/99.4 0.01/99.8 873/75.0 84.3 /762 79.8/81.3 17.1/96.8 83.5/79.9 50.5/ 86.9
E  DICE 0.02/99.7 0.01/99.8 00.4/68.6 83.0/72.4 81.6/78.8 42/98.7 83.6/782  49.0/852
U Line 2.6/99.2 0.01/99.8 96.8 /62.5 813/690  98.2/533 38.1/924  98.9/56.3 73.6/76.1
FDBD 12.9/98.0 047998 720/836  72.0/833 S80/898  458/912  632/882  463/906
KNN 23.0/96.3 313/954  42.1/903 41.0/89.7 294/943  562/820  344/923 36.8/91.5
D-KNN (Ours) 1.9/99.5 23/993 32.0/934 35.6/91.7 299/94.3 51.3/854 33.8/925 26.7 /93.7

Table 1: Detailed OOD Detection Results on CIFAR-10 and CIFAR-100 (WRN-28-10). Metric: FPR95 () / AUC (). All results are
percentages (%).
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Corruptions Datasets
Method Contrast Frost Gaussian Glass Blur Shot Speckle Zoom Blur Average
FPR| /AUCT FPR|l/AUCT FPR|L/AUCT FPR|L/AUCT FPR|L/AUCT FPR|/AUCT FPR|/AUCT FPR|/AUCT

MSP 87.3/70.7 86.1/69.5 81.8/79.7 85.0/72.6 82.7/78.6 81.7/78.3 85.7/68.7 843/74.0
Energy 91.4/70.8 85.1/72.2 81.9/77.9 86.2/71.7 79.9/78.5 78.6/79.2 85.8/71.0 84.1/745
MaxLogit 90.1/71.2 8497723 81.7/78.6 85.5/72.1 80.4/78.9 79.0/79.6 85.5/71.1 839/7438
Mahalanobis 59.6/ 84.1 70.4/80.5 43.9/91.1 66.9/82.6 32.5/87.7 52.4/86.9 75.2776.1 60.1/84.1
ViM 74.6/69.2 87.4/63.5 53.8/84.2 89.4/60.7 53.9/83.2 56.8/81.8 92.0/59.2 726 /71.7
ReAct 91.4/71.9 849/73.9 82.4/78.9 86.3/72.1 79.9/79.4 78.7780.1 85.8/71.9 84.2/755
Neco 90.0/71.5 84.3/72.7 79.5/79.3 85.0/72.6 78.5/79.7 76.7/780.5 85.3/71.5 8277754
KNN 47.0/84.9 58.2/82.6 31.5/934 60.0/83.5 364/918 32.6/92.2 68.5/76.6 47.7/86.4
D-KNN (Ours)  43.0/86.7 58.1/83.5 24.0/94.9 58.0/84.9 30.0/93.3 29.4/93.2 68.6 /77.6 44.5/87.7

Table 5: OOD Detection Results on CIFAR-100-C. Metric: FPR95 () / AUC (7). All results are percentages (%) and rounded to one

decimal place.
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Conclusion
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  N E C O  ( x ) =    ‖ P h ( x ) ‖   ‖ h ( x ) ‖


  P


  h  ( x )


  S  ( x ) = N E C O  ( x ) × M a x L o g i t


  𝑫 =   𝑫  𝒔 𝒆 𝒎 𝒆 𝒏 𝒕 𝒊 𝒄 𝟐 +  𝑫  𝒓 𝒆 𝒔 𝒊 𝒅 𝒖 𝒂 𝒍 𝟐


  z = 𝜑  ( h  ( x ) ) = h ( x ) /  ‖ h ( x ) ‖


   P  p r i n = V  V T


   P  r e s = I −  P  p r i n


   z  p r i n = 𝜑  (  ( z − 𝜇 )  P  p r i n + 𝜇 )


   z  r e s = 𝜑  (  ( z − 𝜇 )  P  r e s + 𝜇 )   


   s p ( z ) =  ‖  z  p r i n −  n k  ( p ) ‖


   s r ( z ) =  ‖  z  r e s −  n k  ( r ) ‖


     s ^   p ( z ) = (  s p  ( z ) −  𝜇   s p ) /  𝜎   s p


     s ^   r ( z ) = (  s r  ( z ) −  𝜇   r p ) /  𝜎   r p


  𝑺  ( 𝒙 ) = 𝜶 ∙    𝒔 ^   𝒑 +  ( 𝟏 − 𝜶 ) ∙    𝒔 ^   𝒓


  𝜶

